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ABSTRACT 

In recently rapid development of computers and information technology, the digital information on 

the public networks is often unable to resist unauthorized attacks. To make a system more secure, a 

robust encryption algorithm should be designed an encryption system that encryption keys are unique 

and unpredictable. Some existent systems are using long-size encryption key, however, a long size 

encryption key will create another problem which is the speed and the efficiency of the encryption 

process. It means that increasing security of a message will scarify in the processing speed. The optical 

encryption technology based on holographic is relying on a new technology that has many advantages 

such as high speed, multi-dimensional and high capacity. 

This research’s work presents a new method for encrypting holographic information based on optical 

and acoustic signals called a Virtual Optical Holographic Encryption (VOHE) system for underwater 

communications that can be applicable for communications between deep submergence research 

vehicles. The optical encryption system provides essential parameters for constructing secure 

communications such as the propagation wavelength (λ) and focal length (f) of the Fourier lens, which 

are considered as keys for implementing encryption and decryption processes. The transmission’s 

media such as optical signals and acoustic signals are implemented as means for sending interference 

fringe pattern (IFP) that carries object information to a receiver. The optical signal is used to encrypt 

the object information, and the encrypted signal is carried by an acoustic signal, and then the signal 

will be transmitted to the acoustic channel for a long-distance transmission. 

The VOHE system employs virtual optical encryption system was simulated based on COMSOL 

Multiphysics simulation software. The encrypted signal of precedent VOHE systems was based on a 
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symmetric key encryption method. In this method, two users such as a sender and a receiver select a 

VOHE system’s key (λ, f) in advance then they use the VOHE system’s key to communicate a system’s 

cipher (IFP) over a public channel. Occasionally, users can exchange system’s keys periodically. 

However, the VOHE system may lose system’s keys during keys exchange processes. To solve this 

problem and to strengthen the security over VOHE, hybrid algorithms of Diffie-Hellman (DH) and 

RSA are introduced. 

Both RSA and the DH algorithms are recently used as the foundation for the security we use today. 

However, these technologies are limited for reinforcing security for data transmission. In this 

research’s project, we introduce two encryption systems, the first one is based on RSA algorithm called 

an expanded RSA (ERSA) algorithm, and the second one is based on an expanded Diffie-Hellman 

(EDH) algorithm. Both systems are using complex functions for sending crucial data such as system’s 

key (λ, f) for ERSA algorithm and encrypted holographic information (IFP) for EDH algorithm, 

respectively.  

To evaluate the security and efficiency of the proposed ERSA algorithm and EDH-C algorithm, an 

expanded Pollard's Rho method was applied and the obtained results have been investigated.  

In the VOHE system, the ERSA algorithm for encrypting system’s key (λ, f) and the EDH-C 

algorithm for encrypting system information (IFP), respectively, are more appropriate methods for 

strengthening the security of the data transmissions. 

To determine accuracy of the information retrieved by the proposed technique, the minimum mean 

square error (MMSE) was conducted to evaluate the accuracy of the received signal. Numerous results 

of comparison between the EDH algorithm and the traditional DH algorithm have been acquired. From 

the results of MMSE, we have perceived higher MMSE for traditional DH than EDH algorithm. We 
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concluded that the EDH method has the highest performance than DH method in view of MMSE. 

Finally, the National Institute of Standards and Technology (NIST) method is applied to evaluate 

the security of proposed ERSA and EDH-C algorithms in view of randomness, unpredictability and 

complexity of the transmitted message over an insecure channel. The results have showed that both 

ERSA and EDH-C are capable to provide highest security than RSA and conventional DH, respectively.  

In our future research, we will broaden our investigation by comparing EDH-C algorithm and ERSA 

algorithm with other various hyper-complex number systems. We considered in this paper that the 

encryption process was done between only two nodes. In future research, we will further investigate 

the security of data transmissions over multi-node network systems. 

 

Keywords: Optical encryption, Holographic, Fourier lens, EDH algorithm, ERSA algorithm, Pollard's 

Rho, NIST. 
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Chapter 1                              

INTRODUCTION 

1.1. General Introduction 

The origins of optical information processing can be traced back to holograms proposed in the late 

1940s, optical transmission in the 1950s, and lasers invented in the 1960s. It is a new interdisciplinary 

subject which is continually developing for numerous fields. The advantages of optical information 

processing are mainly reflected in the advantages of high-parallelism, high-speed processing and large-

capacity storage, so optical information processing is widely utilized in the image processing, feature 

recognition, security authentication, information storage, holographic display, data computing and 

other areas in digital information processing. 

In recent years, with the rapid development of the Internet technology, the demand for information 

transmission and processing for daily life has been widely increased. Regardless of recent 

improvement and development of computer and communications technology, it’s still need for 

providing high secure data transmissions. Mathematical theories are becoming more challenge for 

providing remarkably resilient base for information security. However, make it difficult for traditional 

conventional cryptology meet the needs of today's information security which is required a more 

serious or higher level of data protection. Optical information security technology is rapidly developing 

and it has the potential for providing reliable security for data transmission. 

The light is used as the carrier of information, which has a unique advantage in the process of 

information processing. Firstly, the transmission of light has high-speed, parallel characteristics, wide 
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spectrum of the wavelength and it’s able to carry a massive information capacity. Secondly, the light 

also has a variety of properties such as amplitude, phase, and polarization and so on. These advantages 

fully demonstrate the right advantages of using optical information processing technology to transmit 

and protect data compared to electronic means. 

Optical information processing technology has been applied to the field of information security since 

the 1980s. The specific parameters of optical system provide a strong safeguard guarantee for optical 

information processing in the field of information security, such as wavelength of light, properties of 

optical elements, transmission distance, polarization state, diffraction, interference, optical modulation 

such as Amplitude Modulation (AM), Phase Modulation (PM), Frequency Modulation (FM), multi-

dimensional, multi-degree-of-freedom physical parameters and various forms of transformation, which 

provide a broad platform for optical information security.  

In recent years, various electronic devices such as the performance of a spatial light modulator (SLM) 

and a charge coupled device (CCD) have been improved in view of providing high performance. The 

optical information technology has been utilized in the information security. The information 

processing system which include photo-electricity, optics and digital processing has become a hot topic 

and an important part of contemporary research. Recently, various strategies have been proposed, 

which are widely used in the fields of information hiding, information storage, image recognition, 

image encryption, security authentication, copyright protection and other fields [1, 2]. 

Many researches have been dedicated for optical encryption, one of these research is a double 

random phase encoding optical encryption model proposed by Refregier and Javidi, optical 

information processing has become an important means to protect information security and has been 

widely used and studied [3]. Recently, due to the unique advantages of optical technology in 
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information processing, great attention has been paid to the field of optical information security, 

especially in the field of double random phase coding system which is one of the most widely studied 

optical information security systems. These systems are designed for greatly improving the flexibility, 

efficiency and security of optical cryptoscopic systems [4]. 

The benefits of optical cryptosystem are summarized below [5]: 

(1) Optical devices, such as spatial light modulators and lenses, have the characteristics of parallel 

processing, and the optical hardware has high processing performances, e, g, in an image processing 

system, it can process each pixel of the input image simultaneously, which exhibits higher performance 

when compared to electronical devices.  

(2) Various optical parameters such as wavelength, polarization and phase thus far have been studied 

as keys for the optical encryption system. 

(3) Generally, optical encryption systems are used to store and process of information security, and 

a typical optical security system typically contains specific optical devices such as light sources, lenses, 

detectors, and spatial light modulators.  

Combined with the current research status of optical information processing technology, this section 

focuses on the development of optical information security technology in recent years, such as optical 

information security certification (in subsection 1.1.1); optical encryption based on double random 

phase coding (in subsection 1.1.2); optical encryption based on the coherent diffraction imaging (in 

subsection 1.1.3); and optical cryptography system security analysis (in subsection 1.1.4). 

1.1.1. Optical information security certification 

Optical information processing technology has been widely used in the fields of information security 

certification and information protection over the past few decades. Among them, Javidi et al. [6] has 
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made a series of research achievements, promoting their wide attention. In 1990s, based on the random 

phase encoding for image encryption and security certification, the technology with high security, 

robustness and other advantages were widely used in credit cards, passports and other products were 

proposed. In 1999, the safety certification technology of optical nonlinear joint transformation 

correlation (NJTC) proposed by Weber et al.[7], which not only showed great advantages in the anti-

counterfeiting detection and identity security authentication of personal files, but also could be well 

applied to the security authentication of network information. Subsequently, a number of researchers 

published high-speed fingerprint recognition based on joint transformation correlation [8], biometric 

identification [9] and other research results.  

In recent years, photon counting imaging technology has also been widely used in optical 

information security certification systems, and has become a hotspot of scholars [10-12]. In 2011, a 

new optical information security certification scheme in combination with photon counting imaging 

and double random phase coding has been proposed by Javidi et al. for the first time, and a sparse 

matrix distribution will be produced in the encryption process. Decrypted images cannot see any 

information through visual inspection, only through nonlinear correlation operations can be displayed, 

the proposal of this scheme is a good solution to the double random phase coding system and it can 

protect data from vulnerable attacks [12]. Subsequently, based on the principle of interference and 

Hash functions, He et al. [13] proposed optical hierarchical authentication technology in which 

password keys, one-way Hash functions and phase keys can be used as conditions for verification, thus 

providing greater security. Nishchall et al. [14] proposed optical image encryption and authentication 

schemes based on fractional joint transformation correlations. Simultaneously, he has proposed an 

optical information encryption and authentication scheme using the asymmetric key. [15]. Recently, 
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based on phase recovery algorithm and double random phase coding system, Chen and Wang et al. 

[16-18] proposed an authentication scheme using photon counting. Zhao et al. [19] proposed an 

information verification system based on the double random phase coding system with fingerprint 

which was used as a key, the recipient could decrypt the authenticity of the document by decrypting 

the fingerprint. 

1.1.2. Optical encryption based on the double random phase encoding 

In 1995, an optical image encryption system based on the theory of a 4f system proposed by 

Refregier and Javidi was constructed with double random phase encoding as key, and successfully 

realized the function of encrypting and decrypting data by optical method. Since then, the obtained 

results have been improved and continuously advanced levels of this technology have been presented. 

Based on further research on the double random phase coding system, Wang et al. [20] proposed a 

method that could change the performance of the system. At the same time, based on the double 

random phase coding technology was extended to the fraction Fourier transformation domain. 

Unnikrishnan et al. [21] introduced the fraction Fourier transformation order as the key of the system 

by expanding the key space and improving the security of the system. Liu et al. [22] proposed an 

optical image encryption scheme for multi-fractional Fourier Transformation (MFRFT), which is a 

broad score Fourier transformation. In addition to retaining the original fraction Fourier transformation 

key, the extended period can also be used as a system key. In 2004, a double random phase coding 

encryption technique in the Fresnel domain was proposed by Zhang and Situ et al. [23, 24], where the 

system keys were considered distances between planes, light wavelength and phase codes. 

Subsequently, Pei et al. [25] extended the double random phase encryption technology to cascading 

fractional Fourier transformation and multi-parameter discrete fractional Fourier transformation 
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respectively, which played a great role in further research. In 2007, based on the integral variation of 

the fractional Fourier transformation, Liu et al. [26] proposed an optical image encryption method, 

which can be easily implemented by single-lens or double-lens optical devices. Tao et al. [27] proposed 

a double image encryption scheme in the fractional Fourier transformation domain by using the double 

random phase coding technology. In 2008, they expanded double random phase coding technology to 

multi-parameter fraction Fourier transformation domains [28]. Then, based on the multi-parameter 

fraction Fourier transformation, the scholars put forward a series of image encryption schemes, which 

have greatly enriched the application of the transformation algorithm in the field of image encryption 

[29-34]. Based on the study of the weighted-type fractional Fourier transformation, Ran et al. [35-38] 

proposed a modified multi-parameter fractional Fourier transformation, which improved the security 

of the system without increasing the cost of hardware. Subsequently, they proposed a system that was 

based on expanding a transform order from a real number to a real vector, while expanding the key 

spatial dimensionality to provide greater security. 

In recent years, research are paying attention to the encryption of various color images based on the 

double random phase coding, which include RGB pixel displacements [39], the affine transformation 

in gyrator transform [40], the sine chaotic mapping and DNA coding scheme [41], the chaotic tent map 

image cipher [42], the double self-adaptive encryption scheme [43], and Block-based light-colored 

code [44]. 

1.1.3. Optical encryption based on the coherent diffraction imaging 

Recently, the image encryption scheme based on optically coherent diffraction theory is a new hot 

spot in the field of optical information security [45]. This method has the advantages of simple 

encryption/decryption operations and high security, and has attracted the wide attention of experts in 
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this field [46]. Based on the coherent diffraction technology, Zhang et al. encrypt a plain text image 

into two phases, the decryption processed only CCD or other light-strength detectors to recover plain 

text information [47, 48]. Subsequently, based on diffraction imaging technology, Chen et al. proposed 

an optical color image encryption scheme [49, 50]. The feasibility of interference theory in image 

encryption that was verified by Zhu et al., has been experimented and extensively studied that is related 

to an optical information security [51, 52]. In 2010, based on optical interference principle combined 

with phase recovery algorithm, a multi-image encryption scheme was proposed by Niu et al. [53]. Also, 

the class flow ciphers for the encryption system were also investigated by Chen et al. [54]. 

Several studies have been investigated in optical image encryption, such as the "Silhouette problem" 

which is derived from optical interference methods in two phases [55, 56]. The Jigsaw transformation 

method which was used by Kumar et al. [57] for re-encrypt the two phases, thereby solving the 

"Silhouette problem". Wang et al. [58, 59] have further studied the application of optical interference 

technology to encrypt known plain text images for three phases, which is also a good way for removing 

"Silhouette problem". Compared with the traditional method that is based on the principle of enhanced 

optical interference, Liu et al. [60] proposed an optical color image encryption scheme, which was 

based on phase recovery algorithm and linear phase color-blend technology, thus completely 

eliminating the silhouette problem. 

1.1.4. The security analysis of the optical encryption system 

The unique advantages of optics in information processing, optical cryptoscopic system security 

analysis were studied by more and more scholars. Until 2005, Carnicer et al. [61] first proposed a 

chosen - cipher text attacks for double random phase encoding, and they successfully obtained the 

system key by designing the cipher text. Based on the linear characteristics of the double random phase 
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coding system, the linear equation system between plain text and cipher text was utilized by Frauel et 

al. [62]. The solution satisfied the linear equation system that was considered as a key to recover plain 

text information, thereby cracking the system successfully. Subsequently, according to the simulated 

annealing (SA) algorithm, Gopinathan et al. [63] proposed a known plain text attack scheme for the 

double random phase coding system, and successfully obtained the frequency domain key under a 

condition for obtaining the real amplitude encoding. 

In 2006, according to the HIO (hybrid input-output) algorithm, Peng et al. [64] proposed a known 

plain text attack scheme for double random phase coding systems. In this scenario, the HIO algorithm 

was firstly used by the attacker to obtain a key for the airspace. Therefore, the first random phase 

encoding and the linear correspondence of the system were used to obtain the frequency domain key 

[65]. Meanwhile, based on the Fresnel domain, they also proposed the choice of plain-text attack 

scheme. The biggest advantage of this scenario is that the decryption results of the attack scenario are 

non-destructive. Subsequently, the double random phase coding system was further studied by them, 

and the attack scheme of the only secret text was proposed [66]. This scenario was employed a hybrid 

iteration method, from which plain text information can be obtained directly from the cipher text. 

Based on POCS (projection-onto-constraint-sets) algorithm and double random phase coding system 

analysis, Situ et al. [67-69] obtained the system key using multiple sets of known plain text-cipher text. 

In 2008, based on multi-parameters Discrete Fraction Fourier transformation domains, Youssef et 

al. [70] proposed a known plain text attack scheme for double random phase encoding image 

encryption systems. In this scheme, a linear equation system is established according to the linear 

relationship between plain text and the cipher text, and the system is solved by solving the linear 

equation system. 

https://www.collinsdictionary.com/zh/dictionary/english/employ
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In 2009, Qin and Peng et al. [71] utilized phase retrieval algorithms to propose a known-plaintext 

attack scheme for the double random phase coding system of the Fraction Fourier transformation 

domain, and has successfully obtained the phase encoding key and the order key. In 2010, Fredy et al. 

[72] that was based on a joint transformation correlation encryption system, they proposed a chosen 

plain text attack scheme in which three sets of plain texts were required to obtain the system key. In 

2011, Qin et al. [73] proposed a chosen plain text attack scheme based on the joint transformation 

correlation encryption system, which requires only a set of plaintext-ciphertext to obtain the key to the 

system. Simultaneously, the authors found a collision in a further study of the optical cryptosystem, 

that is, the same output was produced by two different plaintext inputs [68, 74, 75]. Recently, several 

security analysis for cryptosystems have been investigated, such specific attack scheme [76], Common 

attacks [77], and Hybrid attacks [78] for image encryption systems based on phase-truncated Fourier 

transformations. 

1.2. Cryptology 

Cryptology is a method for securing data and data communications in the presence of third parties 

called adversaries [79]. As shown in Fig. 1.1, the field of cryptology which the scientific study of 

cryptography and cryptanalysis splits into two main branches: Cryptography and Cryptanalysis. 

Among cryptography, the algorithm is divided into three main branches: Symmetric Algorithms, 

Asymmetric (or Public-Key) Algorithms and Cryptographic Protocols. Furthermore, cryptanalysis is 

use for the analyzing information systems to study the hidden aspects of the systems, which is the 

breach cryptographic security systems to obtain the contents of encrypted messages under unknown 

cryptographic key. To create a cryptography, it should be taken into consideration of cryptanalysis. 

According to the results of cryptanalysts, the cryptanalysis can be roughly classified into the following 

https://www.collinsdictionary.com/zh/dictionary/english/utilize
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four categories: Cipher text only, Known plaintext, Chosen plaintext and Chosen cipher text as 

described in Fig. 1.2. 

 

Figure 1.1. Overview of the field of cryptology 

 

Figure 1.2 The classification of cryptanalysis 

1.2.1. Symmetric cryptography 

Symmetric cryptographic algorithms are known as symmetric key, secret key, or a single key 

algorithms. Symmetric key algorithms are used the same cryptographic keys to encrypt plaintext and 

decrypt the cipher text. These keys may be the identical, or they may be simply converted between the 

two keys [80]. One of the main disadvantages is both parties are required to obtain the same key’s 

value, in contrast to symmetrical key encryption, asymmetrical key encryption requires both parties 

having different key’s value. 

Symmetry key algorithms can be divided into two types of operation, one is stream ciphers, which 

operates on a single bit of plaintext, and the other is the block-based ciphers, which operates on a set 

of bits in plaintext [81]. 
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In the symmetrical cryptography system shown in Fig.1.3, there are five components: Plaintext, 

Encryption algorithm, Keys, Cipher text and Decryption algorithm. 

Plaintext：Original information. 

Key: The key used in encryption and decryption algorithms, which directly affect the results of the 

transformation. 

Encryption algorithms: A variety of transformation and conversion methods are implemented on 

plaintext using keys as parameters. 

Cipher text: The results obtained by encrypting plaintext. 

Decryption algorithm: The inverse transformation of the encryption algorithm for the cipher text, 

and the result obtained is the plaintext. 

 

Figure 1.3. Symmetric cryptosystem 

1.2.2. Asymmetric (or Public-Key) cryptography 

Asymmetrical cryptography is a cryptographic system, which use key pairs: public keys (openly 

propagated) and private keys (only owner by the known). Therefore, effective security requires only 

keeping the private key private, and the public key can be publicly distributed without compromise 

[82]. The encryption and decryption process of the asymmetric cryptography system is shown in Fig. 

1.4. The main feature of the system is that each user has two keys, a public key and a private key (the 

public key is exposed as an encryption key and the private key is kept private as a decryption key). 
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Figure 1.4. Asymmetric cryptosystem 

At present, although there are many kinds of asymmetric cryptographic systems, and recently, two 

kinds of applications are widely applied: the first one is based on the decomposition of large integer 

factors, eg., the RSA public key algorithm [83], the other ones is based on discrete logarithm problem, 

eg., the elliptic curve (ECC) public key cryptographic algorithm [84, 85]. 

The difference between the symmetric and the asymmetric encryption algorithm could be 

summarized as follow. Firstly, the symmetric algorithm uses the same-key system for encryption and 

decryption process, however, the different keys are used for the asymmetric algorithm. Secondly, 

compared with asymmetric algorithm, symmetrical algorithm can complete the processing in shorter 

time. 

According to the cryptographic system discussed above, a structural diagram of the classification of 

the cryptographic system can be drawn, as shown in Fig. 1.5. 
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Figure 1.5. The classification of cryptosystem 

1.2.3. Security and performance evaluation  

Security and performance evaluation are important to study of crypto-algorithms. This section 

describes the quantitative parameters which are used in the evaluation that is shown in Appendix 1 and 

Appendix 2, respectively. 

(1) Key size 

In cryptography, key size or key length is the number of bits, which is used for a cryptographic 

algorithm (such as a cipher) [86, 87]. The key size usually indicates the security upper-bound of an 

encryption algorithm. Ideally, the key size will be consistent with the lower-bound of algorithm security. 

Indeed, most symmetric key algorithms are designed to have security equal to their key size. 

Definition 1: The key size of a multi-dimensional (Integer and Complex number) is the total length 

of all its parts (real or imaginary numbers). 

Table 1.1 The key size of integer and complex number 

Item Expression The size of key  

Integer x Length (x) 
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Complex number (x + iy) Length (x)+ Length (y) 

(2) Security bit (S-bit) 

To evaluate the security of a cipher, it is necessary to find a decryption algorithm that estimate how 

much effort is required to decrypt the cipher [88]. Hence, the security of a cipher is defined by the 

amount of computation required to decrypt the cipher using the most efficient algorithm. For instance, 

if the decryption complexity of a cipher is about 3k, the security of the cipher is k-bit. 

The safety of the algorithm proposed in our research is based on the difficulty of solving discrete 

logarithm problem. Therefore, the complexity of the calculation by calculating the remaining operation 

(3k mod g). Hence, the complexity of the calculation is determined from the number of cyclic group’s 

elements that can be generated from the generator. 

Definition 2: S-bit is an element of a cyclic group that can be generated from Generator G = < g > 

for some element g. 

S.bit [g] = card (<G>), G = <g> 

As an example, the Pollard’s rho method shows how to calculate private key a, out loop i and 

processing time t of PKa. (PKa = g a mod p). 

 

Pollard's rho method 

Input: p :(|𝑝|2 is prime number), 𝑃𝐾𝑎, 𝑔 ∈ [0, |𝑝|2 − 1] 

s.t 𝑃𝐾𝑎 = 𝑔𝑎 mod 𝑝. 

Start = time. Clock 

1: i:= 0 

2: Repeat 

3: i ++ 

4: Choose 𝑎𝑖, 𝛽𝑖 ∈ [0, |𝑝|2 − 2] randomly 

5: ci = (𝑃𝐾)𝑎𝑖𝑔𝛽𝑖𝑚𝑜𝑑(|𝑝|2 − 1) 
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6: until ∃𝑗  s. t. 1 ≤ 𝑗 ≤ 𝑖, 𝑐𝑗 = 𝑐𝑖 

7: a = (𝛽𝑗 − 𝛽𝑖)(𝛼𝑖 − 𝛼𝑗)
−1

𝑚𝑜𝑑 (|𝑝|2 − 1) 

8: t = time. Clock - Start 

9: Output a, i and t. 

(3) National Institute of Standards and Technology (NIST) 

This section evaluates the security of a cipher based on a statistical test suite for random and 

pseudorandom number generators for cryptographic applications NIST test, as show in Table 1.2. 

Table 1.2. NIST test 

 

1.3. Basic Theory and Research Methods 

The development of digital holographic technology is emerging as an outstanding solution for 

protecting the data and data transmissions, and opened up a whole new field of optical information 

security [89-98]. 

In 2000, the method of combining digital holographic technology with double random phase 

encoding encryption proposed by Javidi et al. [90], which is a good way to store information. In the 

same year, E. Tajahuerce et al. [90] used digital holographic techniques to record 3D objects to extend 
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encryption to encrypted 3D objects.  

Chen and Zhao et al. [99] applied holography to the color image encryption, which encrypted the 

color images into three holograms. The three pictures after decryption were synthesized to restore the 

original color picture. Li et al. [46] employed holographic technology to combine optical encryption 

with image-hiding technology to encrypt images. Compared with traditional optical holograms, digital 

holography have the advantage of an effective method of digitizing encrypted data. 

1.3.1. The Fourier transform properties of the lens 

As early as a century ago, the German scientist E. Abbe first proposed that the Fourier lens can 

realize the characteristics of Fourier transformation. Meanwhile theoretical and practical challenges 

have been accelerated to develop applications for optical information processing [2]. 

 

Figure 1.6. Fourier transform to achieve process for lens 

The Fourier transformation implementation of the lens, as shown in Fig. 1.6. The wave passes 

through the Fourier lens with a focal length f. In Fourier optics, the process of the wave that is focused 

on Fourier lens, which is called a Fourier transformation. The amplitude of the complex field in the 

image plane is calculated by: 

F (u, v) = 1

𝑖𝜆𝑓
𝑒

−𝑖
𝑘

2𝑓
(1−

𝑑

𝑓
)(𝑢2+𝑣2)

∙ ∬ 𝑓(𝑥, 𝑦)𝑃(𝑥, 𝑦)𝑒𝑖2𝜋(𝑢𝑥+𝑣𝑦) 𝑑𝑥𝑑𝑦      (1.1) 

Where, P (x, y) represents the aperture function, but in general the default value is 1, considering 

that the input information passes through the lens unobstructed, 𝜆 is the wavelength, f is the focal 
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length, f (x, y) is the signal of the object plane. When the incoming signal is on the front focal plane, 

there is d = f, at which point the formula (1.1) can be reduced to the standard Fourier transformation, 

i.e.: 

F (u, v) = 1

𝑖𝜆𝑓
∬ 𝑓(𝑥, 𝑦)𝑒𝑖2𝜋(𝑢𝑥+𝑣𝑦) 𝑑𝑥𝑑𝑦                   (1.2) 

Where, (u, v) is the spatial coordinates in Fourier/image space, and (x, y) is the coordinates in the 

spatial domain. Optics have great advantages in information processing, and the use of optics can 

realize Fourier transformation quickly, efficiently and simultaneously, which can save time and greatly 

improve the computing efficiency in the process of two-dimensional information processing of large 

data volume. The spectrum information F (u, v) obtained after Fourier transformations is generally a 

complex function that can be calculated by: 

F (u, v) = |𝐹(𝑢, 𝑣)|𝑒𝑖𝜑(𝑢,𝑣)                         (1.3) 

Optical information processing is developing rapidly due to the Fourier transformation 

characteristics of the lens. In recent years, optical information security has attracted the attention of 

many researchers, and a variety of optical system-based research results (such as security 

authentication, image encryption, watermarking technology, etc.) have been proposed. 

1.3.2. The Fourier-transformed digital holography 

In optical information processing, light-intensity detectors such as CCD can only record intensity 

information and cannot obtain phase information by using traditional imaging techniques. However, 

holographic techniques are used to record the distribution of the intensity in interference fringes, 

thereby it records the amplitude and phase of the object. The emergence of digital holographic 

technology has greatly promoted the development of optical information processing. 

Digital holographic technology using light-strength detectors such as CCD cameras replaces 
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traditional holographic technology, which is a good way to avoid wet processing of the data medium 

in holographic technology. In digital holographic technology, computers are used to store the intensity 

spectrum recorded in photodetectors, which can easily realize the processing and transmission of 

information.  

The optical schematics for the recording and reconstruction of the Fourier-transformed digital 

holography are shown in Fig. 1.7.  

In the holographic recording process, the object wave Uo is calculated by: 

Uo (x, y) = |𝑈𝑜|𝑒𝑖𝜑𝑜(𝑥,𝑦)                           (1.4) 

Where, |𝑈𝑂| is the real amplitude of the object wave,  𝜑𝑜(𝑥, 𝑦) is the phase of the object wave. 

The reference wave is calculated by: 

UR (u, v) = |𝑈𝑅|𝑒𝑖𝜑𝑅(𝑥,𝑦)𝑒𝑖2𝜋𝑓𝑜𝑥                          (1.5) 

Where, fo is the wave front tilt of the reference wave, |𝑈𝑅| is the real amplitude of the reference 

wave, 𝜑𝑅(𝑥, 𝑦) is the phase of the reference wave. 

Thus, the interference fringe pattern (IFP) of the Fourier spectrum and reference wave recorded on 

the CCD, i.e. the Fourier Transformation Hologram, which is calculated by: 

𝐼(𝑥, 𝑦) = |𝑈𝑜(𝑥, 𝑦) + 𝑈𝑅(𝑥, 𝑦)|2 = |𝑈𝑜|2 + |𝑈𝑅|2 + 2𝑈𝑜𝑈𝑅 cos[𝜑𝑜(𝑥, 𝑦) − 𝜑𝑅(𝑥, 𝑦) +

2𝜋𝑓𝑜𝑥] = 𝑎(𝑥, 𝑦) + 𝑏(𝑥, 𝑦) cos[𝜑(𝑥, 𝑦) + 2𝜋𝑓𝑜𝑥]         (1.6) 

Where, a (x, y) is the average strength of the interferogram, b (x, y) is the modulation of the 

interference fringes, φ(x, y) is the phase difference between object and reference wave. 

I (u, v) = a (x, y) + 𝑐(𝑥, 𝑦)𝑒𝑖2𝜋𝑓𝑜𝑥 + 𝑐∗(𝑥, 𝑦)𝑒−𝑖2𝜋𝑓𝑜𝑥           (1.7) 

Where, c (x, y) =  1 2⁄ 𝑏(𝑥, 𝑦)𝑒𝑖𝜑(𝑥,𝑦) , c* (x, y) is the complex conjugates of c (x, y). Fourier 

transform was applied to the above equation (3) to obtain the spectral distribution of the interferogram: 
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FT {I} = 𝐴(𝑓𝑥, 𝑓𝑦) + 𝐶(𝑓𝑥 − 𝑓𝑜 , 𝑓𝑦) + 𝐶∗(𝑓𝑥 + 𝑓𝑜 , 𝑓𝑦)            (1.8) 

Where, (fx, fy) is the domain coordinates of the interferogram in the spectrum.  

FT {I (x, y)} is a Fourier transformation of the inner part of the parentheses as shown in Fig. 1.7 (a); 

a (x, y), c (x, y) and c* (x, y) are transformed by FT to A, C, and C*, respectively. A is the zero frequency 

component at the center optical axis, while C and C* are located at coordinates x = fo and x = − fo, 

representing the original image and the conjugate image, respectively, as shown in Fig.1.7 (b). 

 

Figure 1.7. Fourier transform: (a) I (x, y), (b) FT [I (x, y)]; Fourier transform: (c) the phase [φ (x, y) 

+2fox], (d) the phase φ (x, y). 

Then, in the holographic reconstruction process: the bandpass filter is used to filter out the real 

image in the spectrum, which is marked by the red rectangle in Fig. 1.7 (b), and inverse Fourier 
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transform is applied to the filtering result to obtain the complex amplitude: 

c' (x, y) = IFT [ FT [I (x, y)]∙ H]                       (1.9) 

Where, FT and IFT are Fourier transformations and reverse Fourier transformations, respectively, 

and H is a bandpass filter to filter out images in the spectrum. 

Therefore, the phase [φ (x, y) + 2πfox] of the c' (x, y) is shown in Fig. 1.8 (c), which contains the tilt 

phase of 2πfox. Then, the tilt phase of 2πfox is removed and the phase distribution φ (x, y) of the object 

wave is obtained, as shown in Fig. 1.7 (d). 

φ (u, v) = arctan {
𝐼𝑚[𝑐′(𝑥,𝑦)]

𝑅𝑒[𝑐′(𝑥,𝑦)]
} − 2𝜋𝛼𝑥                   (1.10) 

Where, Im [c' (x, y)] and Re [c' (x, y)] represent the imaginary and real parts of c' (x, y), respectively, 

and 2πfox is the tilt phase. 

1.4. Objective of this Study 

As reviewed above, optical encryption system especially the virtual optical holographic encryption 

(VOHE) system, has been widely used in recent years compared with other cryptographic systems for 

achieving preferable security. In summary, the VOHE system has many advantages and the optical 

system can not only adopt a method of building an optical light path, but also uses an encryption 

method as a means of providing high-end secure systems. 

This work presents a new method for encrypting holographic information based on optical signals 

called a Virtual Optical Holographic Encryption (VOHE) system for underwater communications that 

can be applicable for communications between deep submergence research vehicles. The transmission 

medium is composed of a combination of optical signals and acoustic signals together to form the 

VOHE system for transmitting system information. The VOHE system provides essential parameters 

for constructing secure communications such as the propagation wavelength (λ) and focal length (f) of 
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the Fourier lens, which are considered as keys for implementing encryption and decryption processes. 

An asymmetric RSA algorithm is used to sends system information (λ, f) as a message to a receiver. 

Diffie-Hellman (DH) key exchange is one of the earliest algorithms for a key exchange, which enables 

both parties to securely exchange keys over unsecure. 

In study, the use of Virtual Optical Holographic Encryption (VOHE) system has been intensively 

studied, investigated and reported [100-102]. One of our early investigation of the VOHE systems was 

the symmetric key encryption method. In this method, two users such as a sender and a receiver select 

a VOHE system’s key in advance then they use the VOHE system’s key to communicate a system’s 

cipher over a public channel. Occasionally, users can able to exchange system’s keys periodically. 

However, the VOHE system may lose system’s keys during keys exchange process. To solve this 

problem and to strengthen the security over VOHE, the hybrid algorithms of Diffie-Hellman (DH) and 

RSA are introduced. 

Both RSA and the DH algorithms are recently implementing for providing security for data 

transmission. However, the two technologies have limited related to a key’s size. In RSA algorithm, 

the system’s cipher is limited by the length of the key. The length of the VOHE system’s cipher is 

greater than the length of the key. Hence, implementing the RSA algorithm is not suitable for sending 

the VOHE system’s cipher as a message to the receiver. Therefore, when we periodically exchange the 

keys of the VOHE system, the RSA algorithm is implemented to send keys as a message to the receiver. 

In DH algorithm, two users set up a private and random key for the VOHE system, separately. The DH 

algorithm is implemented to send the VOHE system’s cipher as a message to the receiver. 

Furthermore, this research introduces an approach for data encryption over a VOHE system using 

an expanded asymmetric algorithm. The objective of this study is to develop a novel asymmetric 
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algorithm by adapting, remodeling and expending RSA and Diffie-Hellman algorithm, which are 

performed using two-dimensional complex functions. The main reason of using a complex function is 

to strengthen security over conventional RSA and Diffe-Hellman algorithms. 

1.5. The Scope of this Dissertation 

 

Chapter 1 reviews the past and the recent progress of development of various optical information 

processing for Cryptography, especially the virtual optical holographic encryption and states the 

objectives of this study. 

 

In Chapter 2, the VOHE system’s encryption, decryption process, RSA algorithm and Diffie-Hellman 

algorithm are briefly introduced, and then the additional simulation and evaluation of the VOHE 

system’s encryption and decryption process are conducted based on COMSOL Multiphysics. 

 

The Chapter 3 briefly introduces the ERSA (Expanded RSA) encryption algorithm, and then evaluates 

the security of the proposed ERSA algorithm by an extended Pollard's Rho method. We demonstrate 

the evaluation’s process by give an example which shows how the ERSA encryption algorithm sends 

system information (λ, f) (for e.g., λ = 632.8 nm, f = 4.20 mm) to a receiver. 

 

In Chapter 4, the EDH encryption algorithm is briefly introduced, and then the security of the 

proposed EDH algorithm is evaluated using an extended Pollard's Rho method. The example is 

presented of how the EDH encryption algorithm performs for generating a share key between a sender 

and a receiver. 
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In Chapter 5, the mean square error (MSE) is calculated between the original code and retrieved code; 

the randomness of the data transmission under EDH-C algorithm is conducted based on the National 

Institute of Standards and Technology (NIST) test suite for randomness. The NIST method tool is also 

applied to evaluate the security of the proposed ERSA algorithm. 

 

Chapter 6 gives the general conclusions of this research and discusses the challenges and prospects 

for the future work. 
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Chapter 2                              

A VIRTUAL OPTICAL HOLOGRAPHIC ENCRYPTION 
SYSTEM 

Recently, with the rapid development of optical processing technology and due to the rapid 

development of computers, the digital information on public networks is often unable to resist 

unauthorized attacks. To make a system more secure, a robust encryption algorithm should be designed 

with a long encryption key. However, a long size encryption key will create another problem which is 

the speed of the encryption process. It means that increasing security of a message will scarify in the 

processing speed. The optical encryption technology based on holographic is relying on a new 

technology that has many advantages such as high speed, multi-dimensional and high capacity [103-

105]. For these reasons, the optical holographic encryption technology is gradually received great 

attention and considered as an enabling technology [90, 106]. 

A paper by Yu C et al., proposed a novel image encryption scheme, in which the positions of the 

values of image pixels were scrambled to confuse the relationship between the cipher text and the 

original image [107]. A new encryption technique has also been introduced by Hennelly [108] using 

juxtaposition of sections of the image in fractional Fourier domains. The Virtual optical encryption for 

holographic is a common kind of a new and a developing technology. It can handle very large 

computational domains which are able to increase sensitivity and reduce a signal-to-noise ratio (SNR) 

[109, 110]. 

A Virtual Optical Holographic Encryption (VOHE) technology has been widely used in recent years 
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for achieving better security especially in an uncommon transmission environment. Numerous research 

efforts have been devoted for developing encryption systems that are invulnerable to security breaches. 

E. Tajahuerce et al., has used a holographic technique in image encryption which overcomes the 

difficulty of double random phase encoding [89]. In the same year, E. Tajahuerce et al. used a digital 

holographic technique to encrypt 3D objects [111]. Digital holography is often used to implement 

virtual optical encryption scheme. Hyun Kim et al. employed virtual optics to encrypt digital 

holograms of 3-D objects [112]. Wang et al. has proposed a new method for synthesizing and 

encrypting information using a digital holographic and a virtual optical technology [113]. 

The virtual optical holographic encryption (VOHE) system has been widely used in recent years 

compared with other cryptographic systems for achieving preferable security [106, 114].  

In summary, the VOHE system has many advantages and the optical system can not only adopt a 

method of building an optical light path, but also uses an encryption method as a means of providing 

high-end secure systems [50, 115, 116]. 

The structure of VOHE system that is based on digital holographic is shown in Fig. 2.1. The main 

components of the system are a Fourier lens, a spatial light modulator (SLM) and a charge-coupled 

device (CCD). The Fourier lens is a special lens where the wave is focused and passed through the 

Fourier to generate Fourier transformation [117]. The SLM which is an electrically programmable 

device that modulates light wave corresponding to a special designed pattern [118]. The digital 

holography information is processed and collected by a charge-coupled device (CCD) [119]. 

The light source of VOHE system is selected from a He-Ne laser with a wavelength of 632.8 nm 

[120]. The laser wave passes through the wave splitter to produce two waves which are a reference 

wave and an object wave. Then, the object wave that passes through the SLM will acquire multi-bit 
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data (object information) and the output signal from SLM will proceed to the Fourier lens for focusing 

the object wave on the wave splitter. The output signal which is considered as a new object wave will 

join together with the reference wave to generate a complex interference fringe pattern (IFP). Finally, 

we utilize a CCD to collect IFP and transmit it to a receiver. 

 

Figure 2.1. A VOHE system’s model 

The complex amplitude of the reference wave 𝑈𝑅 and object wave 𝑈𝑜 at plane z = 0, then 𝑈𝑅 is 

given by: 

𝑈𝑅
 = |𝑈𝑅|𝑒

−
𝑦2

𝑤2(𝑥)𝑒
−

𝑖𝑛𝑘𝑦2

2𝑅(𝑥)  [121]                       (2.1) 

Where, |𝑈𝑅| is the real amplitude of the reference wave; w (𝑥) is the waist radius of the reference 

wave; 𝑘 = 2𝜋𝑛  𝜆𝑅⁄  is the wave number for a reference,  𝜆𝑅 is the reference wavelength, and n is 

the index of refraction of holographic material, 𝑅(𝑥) is the wave front curvature of the reference 

wave at distance x from the focal plane position and is defined by 

𝑅(𝑥) = 𝑥[1 + (
𝑥𝑅

𝑥
)2]                              (2.2) 

Here, 𝑥𝑅 =
𝑛𝜋𝑤(𝑥)2

 𝜆𝑅
 is the Rayleigh range. 

In Fig. 2.1, firstly, the light will pass through SLM to carry object information and the output will 

be the object wave. Secondly, the object wave passes through the Fourier lens with a focal length f. In 
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Fourier optics, the process of the object wave that is focused by Fourier lens is called a Fourier 

transformation. Hence, the output from Fourier lens is 𝑈𝑂 that is focused on holographic plane which 

is calculated by: 

𝑈𝑂 = 1

√ 𝜆𝑜𝑓
∫ 𝐸(𝑥)𝑒−𝑖2𝜋𝑥𝑢/ 𝜆𝑜𝑓𝑑𝑥

∞

−∞
 [122]                   (2.3) 

where,  𝜆𝑜 is the object wavelength, f is the focal length, E (x) is object information e.g. “1011”, u 

is the spatial coordinates in Fourier/image space and 𝑢  𝜆𝑜𝑓⁄  is the spatial frequency, respectively. 

2.1. The Holographic Encryption and Decryption processes 

To comprehend the process of a VOHE system, Fig. 2.2 is an example of how to implement Fourier 

Lens and digital holography for preforming encryption and decryption processes. We select a column 

of object’s information (1011), which can be seen in the fifth row’s pattern of the SLM device as shown 

in Fig. 2.1. 

The transmission’s media such as optical signals and acoustic signals are implemented as means for 

sending interference fringe pattern (IFP) that carries object information to a receiver [101]. The 

transmission’s media such as optical signals combined with acoustic signals are implemented as means 

to send IFP, as shown Fig. 2.2, that carries object information to a receiver [123]. The optical signal is 

used to encrypt the object information, and the encrypted signal is carried by an acoustic signal, and 

then the signal will be transmitted to the acoustic channel for long-distance transmission. 
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Figure 2.2. A schematic diagram of holographic encryption and decryption. 

(a) Encryption process; (b) Decryption process 

2.1.1. Holographic Encryption 

At the sender site, Fig. 2.2 (a) shows the object wave that passes through the SLM is focused on the 

Fourier lens with a focal length of f which is considered as a first encryption key, and the output signal 

from the Fourier lens is regarded as an initial cipher. Then, the initial cipher will join the reference 

wave with a length of 𝜆𝑅  which is considered as a second encryption key for generating a second 

cipher called interference fringe pattern (IFP). This process is called the encryption process by which 

the IFP is transmitted to a receiver. 

The electric field intensity of the IFP is calculated by: 

I (x, y) = |𝑈𝑅 + 𝑈𝑂|2                             (2.4) 

2.1.2. Holographic Decryption 

At the receiver site, in Fig. 2.2 (b), the decryption process is done by illuminating only the reference 

wave with a length of 𝜆𝑅  which is considered as a first decryption key to produce a new object wave. 

Then, the focal length f is referred as a second decryption key, and the new object wave that passes 

through the Fourier lens is transformed to a digital stream. 
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The decryption process is the inverse of the above encryption process. In the Fig. 2.2 (b), the IFP is 

modulated and illuminated only by the reference wave to produces an image of new object wave 

𝐼′(𝑥, 𝑦) which is giving by: 

𝐼′(𝑥, 𝑦) = MOD [I (x, y)] × 𝑈𝑅                         (2.5) 

where MOD is a holographic refractive index modulator function, which modulates holographic 

material refractive index based on an above certain threshold value of electric field intensity [124]. 

Where, MOD = n + dn × ((I (x, y) / max [I (x, y)])2 > TH), dn is modulation coefficient, the max 

operator calculates the maximum value within (x, y) domains, and TH is an exposure threshold. 

To obtain the retrieved original image 𝑈′𝑜 that is carried by 𝐼′(𝑥, 𝑦), the Fourier transformation 

in the Fresnel approximation is applied as 

𝑈′𝑜 = FT [𝐼′(𝑥, 𝑦)]                              (2.6) 

where, FT represents Fourier transformation. 

In the encryption and decryption processes, the reference wave should match and well-coordinated 

with these two processes to achieve a best outcome [100]. Hence, the wavelength of the reference wave 

𝜆𝑅 is considered as first key. We would like to point out here is that the output signal from Fourier 

lens is considered as another new cipher. Therefore, the focal length f is regarded as a second key. 

2.2. The Hybrid Encryption Algorithms 

One of the VOHE systems was the symmetric key encryption method. In this method, two users 

such as a sender and a receiver select a VOHE system’s key (λ, f) in advance then they use the VOHE 

system’s key to communicate a system’s cipher (IFP) over a public channel. Occasionally, users can 

able to exchange system’s keys periodically. However, the VOHE system may lose system’s keys 

during keys exchange process. To solve this problem and to strengthen the security over VOHE, the 
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hybrid algorithms of Diffie-Hellman (DH) and RSA are introduced. 

Both RSA and the DH algorithms are recently implementing for providing security for data 

transmission. However, the two technologies have limited related to a key’s size. In RSA algorithm, 

the system’s cipher is limited by the length of the key. The length of the VOHE system’s cipher is 

greater than the length of the key. Hence, implementing the RSA algorithm is not suitable for sending 

the VOHE system’s cipher as a message to the receiver. Therefore, when we periodically exchange the 

keys of the VOHE system, the RSA algorithm is implemented to send keys as a message to the receiver. 

In DH algorithm, two users set up a private and random key for the VOHE system, separately. The DH 

algorithm is implemented to send the VOHE system’s cipher as a message to the receiver. 

2.2.1. RSA algorithm 

As wavelength λ and focal length f are involved in the encryption and decryption systems, the 

wavelength λ and focal length f are required to be transmitted to the receiver using a secure channel, 

the RSA algorithm is implemented to send system information (λ, f) as a message to the receiver, as 

shown in Fig. 2.3. Firstly, a sender sends a request to a receiver for sending a receiver’s public key. 

Then, the receiver sends its public key (b, N) to the sender. The sender will encrypt the message (λ, f) 

using the receiver’s public key and send the encrypted message to the receiver. When the receiver 

receives the cipher, it decrypts using its private key (d, N) to get the message (λ, f). 
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Figure 2.3. A schematic diagram of RSA algorithm 

A private key (d, N) and a public key (b, N) are calculated as shown in Algorithm 2.1. The encryption 

and decryption processes are shown in Algorithm 2.2 and 2.3, respectively. A message m that includes 

information about λ, f is required to be send to the receiver through secure channel. As shown in 

Algorithm 2.2 the cipher c is sent to the receiver. At the receiver side, the receiver is using the private 

key to calculate the message m, as shown in Algorithm 2.3. 

 

Algorithm 2.1 Calculate <Keys> 

Input: p, q ∈ C, 1< b <φ 

1: N =p × q 

2: φ(N) = (p-1) × (q-1) 

3: d = 𝑏−1mod φ(N) 

4: Output Public Key (b, N) 

Private Key(d, N) 
 

 

Algorithm 2.2 <Encryption process> 

Input: m (λ, f) 

1: c = mb mod N 

2: Output: c 
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Algorithm 2.3 <Decryption process> 

Input: c 

1: m = 𝑐𝑑   mod N 

2: Output m (λ, f) 

 

2.2.2. Diffie-Hellman algorithm 

The sender's cipher (IFP) requires a secure channel to be transmitted to a receiver. The DH algorithm 

[125] is implemented to send cipher text (IFP) as a message to the receiver, as shown in Fig. 2.4. The 

sender and the receiver are communicating using a bitwise XOR operation for DH encryption. 

 

Figure 2.4. A schematic diagram of DH algorithm 

In algorithms 2.4 and 2.5, first, two numbers p and g are selected, where p is the prime number and 

g is the real number. Second, select two random variables, such as a and b, as the private key. The 

public key (PKa and PKb) are then calculated using a modular operation. Finally, another key (SKa and 

SKb) called shared keys is generated by exchanging the public key (PKa and PKb) between the sender 

and the receiver, respectively. 

 

Algorithm 2.4   DH < In sender side > 

Input: g, p, a 
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1: PKa = ga mod p 

2: Send PKa and Wait PKb 

3: Get PKb 

4: SKa = (PKb)a mod p 

5: Output SKa 

 

Algorithm 2.5   DH < In receiver side > 

Input: g, p, b 

1: PKb = gb mod p 

2: Send PKb and Wait PKa 

3: Get PKa 

4: SKb = (PKa)b mod p 

5: Output SKb 

 

2.3. Experiment Results and Analysis 

Simulation is conducted using COMSOL Multiphysics tool to simulate the process of the encryption 

and decryption [126]. As a numerical example, the parameters of the simulation are the object 

wavelength of  𝜆𝑜 = 632.8 nm, the reference wavelength of 𝜆𝑅 = 632.8 nm, the hologram material 

index n = 1.3 and a Fourier lens of focal length of f = 4.20 mm. A rectangle size of a hologram domain 

is selected where the horizontal size is Lx = 80 μm and the vertical size is Ly = 30 μm. 

2.3.1. Encryption process 

As shown in Fig. 2.5 (a), suppose that a 4-bit block object message which is required to be sent from 

sender to receiver e.g. “1011”. This object message is carried by object wave 𝑈0. As the object wave 

pass through the Fourier lens with focal length of f = 4.20 mm, the output from Fourier lens is electric 

field amplitude 𝑈𝑂 that is focused on holographic plane as shown in Fig. 2.5 (b). 
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Figure 2.5. (a) The object message E (x) e.g. “1011”. (b) The electric field amplitude U o. 

The layout of the wave is such that the reference wave  𝑈𝑅  comes from the left, while the object 

wave 𝑈𝑂 enters from the top side, as shown in Fig. 2.6. The output signal of the holographic material 

part is encrypted as holographic signal. 

The Fig. 2.6 (a) shows the results of the encryption process. The IFP is produced by interactions 

between the object wave 𝑈𝑂 and reference wave 𝑈𝑅, and as we proposed above that 𝜆𝑜 and 𝜆𝑅 are 

considered to have same values, hence the IFP will array at a 45 degree angle. The IFP is considered 

as a cipher pattern that records the encrypted information. The MOD [I (x, y)] is a holographic 

refractive index modulator function, which modulates holographic material refractive index based on 

an above certain threshold value of electric field intensity, as shown in Fig. 2.6 (b). 
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Figure 2.6. (a) The encryption strength and electric field at O= R = 632.8 nm (Inset: the IFP with at 

a 45-degree angle), (b) the electric field intensity MOD [I (x, y)]. 

2.3.2. Decryption process 

The decryption process is shown in the Fig. 2.7. This process is done by turning off the object wave 

of the receiver and let the correct reference wave passes though the hologram and the output of this 

process will turn out to be a new object wave which carries information that has been sent by the sender. 

At the receiver side, the reference wave should be accurate to that of the reference wave of the sender. 

 



37 
 

 

Figure 2.7. The decryption strength and electric field at: (a) R = 632.8 nm, (b) R = 601.2 nm. 

(Inset: the IFP with at a 45-degree angle) 

If the reference wave falls on the hologram that contains the IFP information then a new object wave 

will be created. Previously, we supposed that a decryption’s key is chosen to be 𝜆𝑅 = 632.8 nm, as 

shown in Fig. 2.7 (a). The Fig. 2.7 (b) shows that the decryption process will fail a different key is 

selected, e.g. 𝜆𝑅 = 601.2 nm. 

The simulation is also performed to verify an accurate system key (𝜆, f) during decryption process. 

In Fig. 2.8 (a), the original code is compared with the decrypted code of the first decryption key 𝜆𝑅. 

We can see that the reference wave 𝜆𝑅 = 632.8 nm has the highest amplitude. The period of the signal 

is located within the original bit’s period. In Fig. 2.8 (b), the original code is compared with the 

decrypted code of the second decryption key f. We can see that the focal length f = 4.20 mm does not 

have the highest amplitude. However, the signal is located within the original bit’s period. 
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Figure 2.8. A comparison of the decrypted codes (a) with various R, (b) with various f. 

2.4. Conclusions 

The encryption model has been successfully simulated using the COMSOL Multiphysics to simulate 

holograms and Fourier lens in the VOHE system. The system has two keys for encryption and 

decryption which are required to be coherent with each other. The wavelength λ was considered as a 

first VOHE system’s key and the focal lengths f was considered as a second system’s key. Two users 

such as a sender and a receiver select a VOHE system’s key (λ, f) in advance then they use the VOHE 

system’s key to communicate a system’s cipher (IFP) over a public channel.  

Both RSA and the DH algorithms are recently implementing for providing security for data 

transmission. The RSA algorithm is implemented for sending system information (λ, f) as a message 

to the receiver. The IFP that is generated at the sender side is required to be secured during a 

transmission process to the receiver over unsecure channel. The sender and the receiver are exchanging 

information (IFP) using the DH algorithm to construct a shared key. The XOR operations are 

performed between cipher text and the share key in the encryption / decryption processes. 
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Chapter 3                              

THE VIRTUAL OPTICAL HOLOGRAPHIC 
ENCRYPTION SYSTEM USING ERSA ALGORITHM 

This Chapter is employing a VOHE system to encrypt information based on an extension of RSA 

(ERSA) algorithm using complex functions. The VOHE system provides essential parameters for 

constructing secure data transmissions such as the propagation wavelength (λ) and focal length (f) of 

the Fourier lens, which are considered as keys for implementing encryption and decryption processes. 

The expanded RSA (ERSA) algorithm which is based on a complex function is implanted to send 

system information (λ, f) as a message to a receiver. 

Rivest, Shamir, and Adleman introduced the RSA public key encryption system in 1978 [83]. In 

addition to the standard RSA scheme, researchers have also devoted their studies to designing a system 

based on an RSA-based method with further efficiency and security considerations, such as the CRT-

RSA scheme [127], the Prime Power RSA scheme [128], and the Kuwakado - Koyama - Tsuruoka 

RSA type scheme of singular cubic curve [129]. In 2002, Elkamchouchi et al. extended the RSA using 

Gaussian integers [130], which was similar to the method of Kuwakado, Koyama and Tsuruoka. 

Castagnos [131] proposed a probabilistic scheme based on RSA modulus in 2007, which also included 

the same modulus equations as the above two schemes [129, 130]. 

This Chapter 3 is organized as follows: in Section 3.1, the ERSA algorithm are briefly introduced. 

The complexity of the method based on Pollard’s rho method is also given in Section 3.2. Section 3.3 

contains examples of how to implement RSA and ERSA algorithms. Finally, the conclusions of the 
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study are summarized in Section 3.4. 

3.1. The Expanded RSA (ERSA) algorithm 

To achieve a resilient security of data transmission as both a sender and a receiver, this study 

implemented an expanded encryption process using complex function and based on the expansion of 

the RSA algorithm. 

As wavelength λ and focal length f are concerned in the encryption and decryption systems, the 

wavelength λ and focal length f is required to be transmitted to the receiver using a secure channel. 

The ERSA algorithm is implemented to send system information (λ, f) as a message to the receiver, as 

shown in Fig. 3.1. The operation is as follows, firstly, a sender sends a request to a receiver for the 

receiver’s public key (b, N). Then, the receiver sends its public key to the sender. The sender will 

encrypt the message (λ, f) using the receiver’s public key and send the encrypted message to the 

receiver. When the receiver receives a cipher, it decrypts it using its private key (d, N) to get the 

message (λ, f). 

 

Figure 3.1. A schematic diagram of ERSA 

The public and private keys’ generation of the ERSA algorithm is done using the following steps: 

1. Choose two random values for p and q where both are complex numbers [132, 133]: p = xp + iyp,  

q = xq + iyq 
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2. Multiply the p and q values to produce N = p × q, where N is also a complex number. In the ERSA 

algorithm, the extended Euler function is Φ (N) = (|𝑝|2 − 1) × (|𝑞|2 − 1)  and, for the 

conventional RSA algorithm, the Euler function is Φ (N) =  (𝑝 − 1) × (𝑞 − 1). Hence, compared 

to the RSA Euler-phi function, the ERSA provides more security for extending Euler-phi functions 

than that of the conventional RSA. In contrast to the RSA algorithm, the ERSA includes complex 

numbers by which security can be strengthened. 

3. A private key (d, N) and a public key (b, N) are calculated as shown in Algorithm 3.1. The encryption 

and decryption processes are shown in Algorithms 3.2 and 3.3, respectively. The message m that 

includes information about λ, f must be sent to the receiver through a secure channel. As shown in 

Algorithm 3.2, the cipher c, which is formed in a complex function, is sent to the receiver. At the 

receiver side, the receiver is using its private key to calculate the message m1, which is also a 

complex number, as shown in Algorithm 3.3. Finally, the process to convert m1 from a complex 

number to a real number m that contains information about λ, f is given in Algorithm 3.4. 

 

Algorithm 3.1 Calculate <Keys> 
Input: p, q ∈ C, 1< b <φ 

1: N = (xp + iyp) × (xq+ iyq) 

2: Φ(𝑁) = (|𝑝|2 − 1) × (|𝑞|2 − 1) 

3: d = b-1 mod Φ(N) 

4: Output Public Key (b, N)  

Private Key (d, N) 

 

Algorithm 3.2 <Encryption process> 
Input: m (λ,f) 

1: c = m b mod N 

2: Output: c (xc + yci) 

 

Algorithm 3.3 <Decryption process> 

Input: c (xc + yci) 



42 
 

1: m1 = c d mod N 

2: m = C2R (m1, N) 

3: Output m (λ, f) 

 

Algorithm 3.4 <C2R (m1, N)> 
Input: m1 = xv + iyv, N = xN + iyN 

1: 𝑋′ = xvxN + yvyN 

2: 𝑌′ = yvxN − xvyN 

3: |𝑁|2 = (xN) 2 + (yN) 2 

4: if  𝑥𝑁 > 0: 𝑋′′ =   𝑋′ mod  |𝑁|2 

5: else: 𝑋′′ =   𝑋′ mod (−|𝑁|2) 

6: if 𝑦𝑁 < 0: 𝑌′′ =   𝑌′ mod |𝑁|2 

7: else: 𝑌′′ =   𝑌′ mod (−|𝑁|2) 

8: m = (𝑋′′ + 𝑖𝑌′′)/(𝑥𝑁 −  𝑖𝑦𝑁) 

9: Output m 

3.2. The Expanded Pollard’s rho method 

To evaluate the security of the ERSA algorithm, an expanded Pollard's Rho method to calculate the 

complexity of finding the private key d for RSA and ERSA, respectively, and maintaining key-size c 

[86, 87]. Table 3.1 shows the c and its size for RSA and ERSA. 

Table 3.1. Details of N, c and the key size of RSA and ERSA. 

Algorithm Modulus N c The size of key 

RSA xp × iyp  x Length (x) 

ERSA (xp + iyp) × (xq + iyq) x + iy Length (x) + Length (y) 

In the algorithm 3.5 shows how to calculate private key b, processing time t and out loop i of c with 

various key-size [134, 135]. To verify the security of the c, c is analyzed using Pollard’s rho method. 

This method calculates average output loops 𝑖 using the same key length for both RSA and ERSA, if 

the 𝑖 value is high then c has better security. In addition, algorithm 3.5 can also evaluate the efficiency 
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of both RSA and ERSA that is based on average processing time parameter t. 

 

Algorithm 3.5   Pollard's rho method 

Input: m, c, N 

s.t m =  𝑐𝑑 mod N 

Start = time. Clock 

1: 𝑖 ∶= 0 

2: Repeat 

3: i ++ 

4: Choose 𝑎𝑖, 𝛽𝑖 ∈ [0, |𝑁|2 − 2] randomly 

5: mi = (𝑐)𝑎𝑖𝑔𝛽𝑖𝑚𝑜𝑑(|𝑁|2 − 1) 

6: until ∃𝑗  s. t. 1 ≤ 𝑗 ≤ 𝑖, 𝑚𝑗 = 𝑚𝑖 

7: d = (𝛽𝑗 − 𝛽𝑖)(𝛼𝑖 − 𝛼𝑗)
−1

 mod (|𝑁|2 − 1) 

8: t = time. Clock - Start 

9: Output d, i, and t. 

 

It is possible to calculate small size of private key d from m =c d mod N using a personal computer, 

but it is very difficult to calculate private key for long c key-size and the calculation required a super 

computer. As an example, Fig. 3.2 (a) shows the Pollard’s rho method is used to compute 𝑖 of c for 8 

bits, 12 bits, 16 bits and 32 bits, respectively. Fig. 3.2 (b) shows the average processing time t for 

calculating private key b of c for 8 bits, 12 bits, 16 bits and 32 bits, respectively.  
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Figure 3.2. (a) The average output loop i. (b) The average processing time t (sec)  

The obtained results exhibit the average output loop i and processing time t that are calculated by 

pollard Rho method. In Fig. 3.2 (a), the results show that ERSA is more secure than RSA when the 

key-size is higher than 12-bit that makes EDH-C more appropriate method for strengthen the security. 

The results in Fig. 3.2 (b) show the processing time for both RSA and ERSA, and because of the trade-

off between efficiency and security, we need to make a balance between them. As the results show that 

ERSA method takes a slightly longer processing time to break down the c code than the RSA algorithm. 

Therefore, in this study, using the ERSA algorithm to encrypt system information (λ, f) is a more 

appropriate method for strengthening the security of the data transmissions. 

3.3. The ERSA algorithm process 

To understaned the processes of these two methods, the following are examples of how to implement 

RSA and ERSA algorithms. We consider N has same key-size for both algorithms. 

1) RSA ALGORITHM  

The RSA algorithm was implemented to send system information (λ, f) (for e.g., λ = 632.8 nm, f = 

4.20 mm) to the receiver by implementing Algorithms 2.1 to 2.4, as mentioned in subsection 2.2.1 (in 

Chapter 2). Algorithm 2.1 was used to calculate the private and public keys. Algorithm 2.2 was 

implemented to encrypt the system information to be ready to send it to the receiver over the insecure 
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channel. Algorithm 2.3 was performed as the decryption process.  

To comprehend the system’s processes, the following are a numerical example of how to build a 

secure system. 

(1) For the algorithm 2.1 , the keys are generated using the following steps: 

Step 1 Choose two prime number such as p and q  

p = 49277                                (3.1) 

q = 47211                                (3.2) 

Step 2 Determine the modulus N as  

N = (p × q) = 2326416447                      (3.3) 

Step 3 Compute Φ (N) 

Φ (N) = Φ (p) × Φ (q) = 2326319960                  (3.4) 

Step 4 Calculate d to satisfy the congruence relation b × d = 1 (mod Φ (N)). Select an integer b such 

that 1 < b < Φ (N), where b is a coprime to Φ (N). Selecting the value of b directly links 9883 so the 

calculation of d is 19066267. 

The public key is (b, N) and the pair (9883, 2326416447) is considered as a public key. The private 

key is (d, N) and the pair (19066267, 2326416447) is regarded as a private key. 

(2) For the algorithm 2.2, the system information is encrypted using the following step: 

Step 1: At the sender end, the system information is encrypted using the formula 3.5 

c = m b mod N                               (3.5) 

Where, m is a message that contains information about two secure parameters which are reference 

wave λ and focal length f. In above example, we assumed that λ = 632.8 nm and f = 4.20 mm. 

Step 2: The message m = [632.8 nm, 4.20 mm] is converted to ASCII and will be  
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[54 51 50 46 56 110 109 44 52 46 50 48 109 109]. 

Step 3: In Eq. 3.5, the message m is encrypted using the public key (b, N) which is (9883, 

2326416447). The encrypted message c which is cipher text is ready to be sent to the receiver. 

c = [2077599405, 1450081011, 1186076528, 1587247192, 1813311281, 12423545, 1456844341,  

  747647951, 1414325377, 1587247192, 1186076528, 1796995776, 1456844341, 1456844341]. 

(3) For the algorithm 2.3, the system information is decrypted using the following step:  

Step 1: At the receiver’s end, the c is decrypted using the formula 3.6: 

m = c d mod N                               (3.6) 

Where, d=19066267, N= 2326416447  

m = [632.8 nm, 4.20 mm]                           (3.7) 

2) ERSA ALGORITHM  

The ERSA algorithm is implemented to send system information (λ, f) (for e.g., λ = 632.8 nm, f = 

4.20 mm) to the receiver by implementing Algorithms 3.1 to 3.4, as mentioned in Section 3.2. 

Algorithm 3.1 is used to calculate the private and public keys. Algorithm 3.2 was implemented to 

encrypt the system information to be ready to send it to the receiver over insecure channel. Algorithm 

3.3 is performed a decryption process. Algorithm 3.4 is used to convert the complex number to a real 

number. 

To comprehend the system’s processes, the following steps are a numerical example of how to build 

a secure system: 

(1) For Algorithm 3.1, the keys are generated using the following steps: 

Step 1 Choose two complex functions, such as p and q, where their square parameters are prime 

numbers: 

p = 155 + 168i                               (3.8) 
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q = 187 + 122i                               (3.9) 

Step 2 Determine the modulus N as 

N = (p × q) = 8489+50326i                       (3.10) 

Step 3 Compute Φ (N) 

Φ (N) = Φ (p) × Φ (q) = 2604667296                   (3.11) 

Step 4 Calculate d to satisfy the congruence relation b × d = 1 (mod Φ (N)). Select an integer b such 

that 1 < b < Φ (N), where b is a coprime to Φ (N). If we select b value as 9883 then d will be 1170426739. 

The public key is (b, N) and the pair (9883, 8489 + 50326i) is considered as a public key. The private 

key is (d, N) and the pair (1170426739, 8489 + 50326i) is regarded as a private key. 

(2) For Algorithm 3.2, the system information is encrypted using the following step: 

Step 1: At the sender end, the system information is encrypted using the formula (3.12) 

c = m b mod N                              (3.12) 

Where, m is a message that contains information about two secure parameters which are reference 

wave λ and focal length f. In the above example, we assumed that λ = 632.8 nm and f = 4.20 mm. 

Step 2: The message m = [632.8 nm, 4.20 mm] is converted to ASCII and will be  

[54 51 50 46 56 110 109 44 52 46 50 48 109 109] 

Step 3: In Equation (3.12), the message m is encrypted using the public key (b, N) which is (9883, 

8489+50326i). The encrypted message c is a cipher text which is ready to be sent to the receiver. 

c = [−2810 + 23293i, −26212 + 15233i, −29011 + 55884i, −25754 + 7015 i, −23922 + 17208i,  

−35858 + 94434 i, −34376 + 32569i, −17690 + 67005 i, −12936 + 43603i, −25754 + 5107i,  

−29011 + 55884i, − 05263  + 48702 i, −34376 + 96523 i, −34376 + 32569i] 

(3) For Algorithm 3.3, the system information is decrypted using the following step:  
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Step 1: At the receiver’s end, c is decrypted using the formula (3.13): 

m1 = c d mod N                              (3.13) 

Where, d = 1170426739, N = 8489 + 50326i 

m1 = [−50272 + 8489i, −50275 + 8489i, −50276 + 8489i, −50280 + 8489i, −50270 + 8489i,  

    −50216 + 8489i, −50217 + 8489i, −50282 + 8489i, −50274 + 8489i, −50280 + 8489i,  

    −50276+ 8489i, −50278 + 8489i, −50217 + 8489i, −50217 + 8489i] 

Step 2: the C2R (m1, N) function (that converts complex numbers into real numbers) is used to 

convert the m1 in complex number to ASCII code. 

ASCII: [54 51 50 46 56 110 109 44 52 46 50 48 109 109] 

The ASCII code is converted to a real message and will be 

m = [632.8 nm, 4.20 mm]                          (3.14) 

(4) For Algorithm 3.4, C2R (m1, N) is used to convert a complex value to text, and the following is 

a short example of how to convert one parameter of message m to an integer number. 

m1 = −50272 + 8489i, N = 8489 + 50326i 

Step 1 𝑋′ = xvxN + yvyN = 458406 

Step 2 𝑌′ = yvxN − xvyN = 2602051793 

Step 3 |𝑁|2 = (8489)2 + (50326)2 = 2604769397 

Step 4 Nx > 0: 458406 mod (2604769397) = 458406 

Step 5 Ny > 0: 2602051793 mod (−2604769397) = −2717604 

Step 6 (458406 − 2717604i) / (8489-50326i) = 54 + 0i 

Step 7 Output 54 

3.4. Conclusions 
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The expanded RSA (ERSA) algorithm was been applied a complex function for sending system 

information (λ, f) (for e.g., λ = 632.8 nm, f = 4.20 mm) as a message to a receiver. The evaluation 

results, which were based on Pollard’s rho method, indicate that we can obtain better security 

performance using the ERSA algorithm. Therefore, using ERSA algorithm to encrypt system 

information (λ, f) is a more appropriate method for strengthening the security of the data transmissions. 

The evaluation results which were based on the Pollard's Rho method indicate that ERSA method 

has a better performance in view of security and efficiency as well. 
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Chapter 4                              

THE VIRTUAL OPTICAL HOLOGRAPHIC 
ENCRYPTION SYSTEM USING EDH-C ALGORITHM 

This Chapter introduces a new approach for data encryption over a VOHE system using an expanded 

Diffie-Hellman algorithm. The expanding a Diffie-Hellman algorithm is performed by applying a two-

dimensional complex function (EDH-C). The main reason of using a complex function is to strengthen 

security over conventional Diffie-Hellman algorithm. The Diffie-Hellman (DH) key exchange is one 

of the earliest algorithms for a key exchange, which enables both parties to securely exchange keys 

over an unsecured channel. Whitfield Diffie and Martin Hellman proposed the algorithm in 1976 and 

have since been applied to the security domain [136]. 2017, Hecht and Kamlofsky submitted some 

hyper complex numbers based on the Diffie-Hellman key agreement protocol HK17 [137]. Since then, 

numerous related studies have emerged for strengthening the security and improving the efficiency of 

the data processing.  

The virtual optical encryption digital holographic system has been widely used in recent years, 

because of its advantage over other cryptographic systems, such as high-speed, multi-dimensional, 

high-capacity. In this study, a new scheme of optical encryption system using expanded Diffie-Hellman 

(EDH) algorithm which is done by applying a complex function. 

This Chapter is organized as follows: In Section 4.1, the EDH-C encryption algorithm is briefly 

introduced. The security of the proposed EDH-C algorithm is evaluated using an extended Pollard's 

Rho method, which is given in Section 4.2. In Section 4.3, examples are presented of how the DH and 
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EDH-C encryption algorithms performs for generating a share key between a sender and a receiver. 

Finally, conclusions of this study are summarized in Section 4.4. 

4.1. The Expanded Diffie-Hellman (EDH) Algorithm 

The Interference Fringe Pattern (IFP) that is generated at the sender side is required to be securely 

transmitted to the receiver over unsecure channel, as shown in Fig. 4.1. The sender and the receiver 

are exchanging information using the EDH-C algorithm to construct a shared key. The XOR operations 

are performed between cipher text and the share key in the encryption / decryption processes [138]. 

Specifically, the XOR operations should be used with a one-time shared key SK to ensure the security 

of the transmitted data [139]. Therefore, we can select a different parameters each time and make the 

shared key SK different every time. 

At the sender’s end, when the encryption process is completed then a bitwise XOR operation is 

performed between a cipher text of the IFP and the SKa. Using these two parameters, the secret text 

(ST) is calculated as follows 

ST = IFP ⊕ SKa                               (4.1) 

The transmission’s media is implemented as means to carry IFP object’s ST to the receiver. 

At the receiver’s end, the bitwise XOR operation is also performed between SKb and ST result which 

has received from the sender. The IFP is calculated as follows 

IFP = ST ⊕ SKb                              (4.2) 

To summarize the proposed EDH-C algorithm, the following algorithms demonstrate of how to 

construct public keys. 
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Figure 4.1. Schematic diagram of EDH-C exchange algorithm 

In the algorithms 4.1 and 4.2, firstly, two numbers p and g are selected, where p is complex number 

[132] and its square absolute value |𝑝|2 is prime number and g is real number called a base. Secondly, 

two random variables (such as a and b) are selected as private keys. Then, the public keys (PKa and 

PKb) are calculated using module operations of complex numbers. Finally, by exchanging the public 

keys (PKa and PKb) between a sender and a receiver, respectively, another keys (SKa and SKb) which 

are called share keys will be generated. 

 

Algorithm 4.1   EDH < sender> 

Input: g, p, a 

1: PKa = g a mod p 

2: Send PKa and Wait PKb 

3: Get PKb 

4: SKa = (PKb) a mod p 

5: Output SKa 

 

Algorithm 4.2   EDH <receiver> 

Input: g, p, b 

1: PKb = g b mod p 

2: Send PKb and Wait PKa 
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3: Get PKa 

4: SKb = (PKa) b mod p 

5: Output SKb 

In EDH-C algorithm, p is held to be a complex function as p = xp + iyp. As a result, both sender and 

receiver calculate the share key. 

SKa = SKb = g ab mod (xp + iyp)                          (4.3) 

In traditional DH algorithm, p is a prime number when 𝑦𝑝 = 0 then 𝑝 = 𝑥𝑝. As a result, both the 

sender and the receiver calculate the shared key. 

SKa = SKb = g ab mod (xp)                            (4.4) 

4.2. The Expanded Pollard’s rho Method 

To comprehend the process of the security of the EDH-C algorithm, an expanded Pollard's Rho 

method to calculate the complexity of finding the private key a or b for DH and EDH-C, respectively, 

and maintaining PK’s key-size same [86, 87]. Table 4.1 shows the PK and its size for DH and EDH-

C. 

Table 4.1. Details of PK, p, and the key size of DH and EDH-C 

 PK p PK bit-size  

DH x xp Length (x) 

EDH-C x + iy xp + iyp Length (x)+ Length (y) 

In the algorithm 4.3 shows how to calculate private key a, out loop i and processing time t of PKa 

with various key-size [134, 135]. Algorithm 4.3 shows the security evaluation of both DH and EDH-

C based on Pollard's Rho method which calculates average output loop’s parameter i. In addition, 

algorithm 4.3 can also evaluate the efficiency of both DH and EDH-C which is based on average 

processing time parameter t. (To comprehend the process of the Pollard's Rho method to calculate the 

complexity of finding the private key a for DH and EDH-C are displayed in Appendix 3 and Appendix 
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4, respectively.) 

 

Algorithm 4.3   Pollard's rho method 

Input: p :(|𝑝|2 is prime number), PKa , g ∈ [0, |𝑝|2 − 1] 

s.t. PKa = g a mod p. 

Start = time. Clock 

1: 𝑖 ∶= 0 

2: Repeat 

3: i ++ 

4: Choose 𝑎𝑖, 𝛽𝑖 ∈ [0, |𝑝|2 − 2] randomly 

5: 𝑐𝑖 = (𝑃𝐾)𝑎𝑖𝑔𝛽𝑖𝑚𝑜𝑑(|𝑝|2 − 1) 

6: until ∃𝑗  s. t. 1 ≤ 𝑗 ≤ 𝑖, 𝑐𝑗 = 𝑐𝑖 

7:𝑎 = (𝛽𝑗 − 𝛽𝑖)(𝛼𝑖 − 𝛼𝑗)
−1

𝑚𝑜𝑑 (|𝑝|2 − 1) 

8: t = time. Clock - Start 

9: Output a, i and t. 

It is possible to calculate a small size private key a from PK using a personal computer, but it is very 

difficult to calculate private key for long PK key-size and the calculation required a super computer. 

As an example, Fig. 4.2 (a) shows the average output loop i for calculating private key a using DH and 

EDH-C with different PKa key-size of 8 bits, 16 bits, 24 bits and 32 bits, respectively. Fig. 4.2 (b) 

shows the average processing time t for calculating the private key a using DH and EDH-C with 

different PKa key-size of 8 bits, 16 bits, 24 bits and 32 bits, respectively. 
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Figure 4.2. (a) The average output loop i of Pollard's rho method. (b) The average processing time t 

(sec) of Pollard's rho method. 

The obtained results exhibit the average output loop i and processing time t that are calculated by 

pollard Rho method. In Fig. 4.2 (a), the results show that EDH-C is more secure than DH when the 

key-size is higher than 24-bit that makes EDH-C more appropriate method for strengthen the security. 

The results in Fig. 4.2 (b) show the processing time for both DH and EDH-C, and because of the trade-

off between efficiency and security, we need to make a balance between them. The results show that 

EDH-C method takes a slightly longer processing time to break down the PKa code than the DH 

algorithm. 

4.3. The EDH algorithm process 

To comprehend the process of these two methods, the following are examples of how to implement 

DH and EDH-C algorithms. We consider p has same key-size for both algorithms. 

1) DH ALGORITHM  

In previous section, the DH algorithm has been used to generate a share key at both a sender and a 

receiver. The share keys SKa and SKb are calculated by Algorithm 2.1 and 2.2 for DH algorithm, as 

mentioned in subsection 2.2.2 (in Chapter 2). 
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For the DH, the share keys SKa and SKb are calculated using the following example: 

Select g = 5 and p = 12979877 

Sender's private key a = 373 

Receiver's private key b = 433 

Step 1 sender calculates own public key 

PKa = g a mod p = 3977122                         (4.5) 

As a result, PKa is sent to receiver. 

Step 2 receiver calculates the public key 

PKb = g b mod p = 10691878                        (4.6) 

As a result, PKb is sent to sender. 

Step 3 sender computes the shared key SKa from the received public key PKb. 

SKa = g ab mod p = 7522523                        (4.7) 

Step 4 receiver computes the shared key SKb from the received public key PKa. 

SKb = g ab mod p = 7522523                        (4.8) 

2) EDH-C ALGORITHM  

The EDH-C algorithm is used to generate a share key at both a sender and a receiver that were 

mentioned in subsection 4.2. The share keys SKa and SKb are calculated by Algorithm 4.1 and 4.2 for 

EDH-C, as mentioned in subsection 4.1. 

For the EDH-C, the share keys SKa and SKb are calculated using the following example: 

Select g = 5 and p = 2561 + 2534i 

Sender's private key a = 373 

Receiver's private key b = 433 
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Step 1 sender calculates own public key 

PKa = g a mod p =380+3241i                     (4.9) 

As a result, PKa is sent to receiver. 

Step 2 receiver calculates the public key 

PKb = g b mod p = -263+3162i                   (4.10) 

As a result, PKb is sent to sender. 

Step 3 sender computes the shared key SKa from the received public key PKb. 

SKa = g ab mod p = -447+1653i                   (4.11) 

Step 4 receiver computes the shared key SKb from the received public key PKa. 

SKb = g ab mod p = -447+1653i                   (4.12) 

4.4. Conclusions 

In this chapter, we have introduced a new method for encrypting holographic information using 

EDH encryption algorithm based on two-dimension complex function. The EDH-C encryption 

algorithm generated the share key for the sender and receiver for communication. The XOR operations 

are performed between cipher text and the share key in the encryption / decryption processes.  

The evaluation results which were based on the Pollard's Rho method indicate that EDH-C method 

has a better performance in view of security and efficiency as well. Therefore, in this study, using the 

EDH-C algorithm to encrypt system information (IFP) is a more appropriate method for strengthening 

the security of the data transmissions. 
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Chapter 5                              

EVALUATION OF THE SYSTEM 

This chapter carries out security evaluation of EDH algorithm and ERSA algorithm, separately, and 

compared them with conventional algorithms without extensions. Firstly, bits error check is required 

to make sure that the data stream is received by the receiver without error during data transmissions. 

The bits error check is done by calculating the mean square error of a decrypted code. Secondly, the 

randomness evaluation of the encrypted cipher is required, and the cipher should be highly random. 

The randomness evaluation is done using NIST Tests.  

5.1. Bits Error Check for EDH and DH Algorithms 

Through encryption and decryption processes of EDH algorithm, the mean square error (MSE) of a 

decrypted code’s period with respect to the original code’s period is calculated, [140, 141], and it’s 

given by: 

MSE = 1

M
∑ |𝑥𝑚 − �̂�𝑚|2M

𝑥=1                                 (5.1) 

where, M is total number of samples in the code, 𝑥𝑚 is the value of the original encrypted code on 

and �̂�𝑚 is retrieval decrypted code. 

To ensure the accuracy of the information retrieved at a receiver, results of the MSE are attained for 

both EDH and conventional DH algorithms. The results of MSE values are obtained for both EDH and 

DH with various reference wave 𝜆𝑅and focal length f, as shown in Fig.5.1. The EDH exhibits less 

minimum MSE in comparison with DH. When the reference wave 𝜆𝑅 is set at 632.8 nm, the minimum 

MSE value is 1.2×10−11 for EDH and 6.2×10−10 for DH, as shown in Fig.5.1, (a) and (b), respectively. 
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Similarly, the minimum MSE values are obtained for EDH and DH with various focal length f, and 

the results show that the EDH algorithm demonstrates better outcomes than DH, as shown in Fig.5.1, 

(c) and (d). 

 

Figure 5.1. The minimum MSE data with various reference waves 𝝀𝑹 for (a) EDH and (b) DH, and 

the minimum MSE data with various focal length f for (c) EDH and (d) DH. 

5.2. Evaluation and Analysis 

5.2.1 The Randomness of ERSA Algorithm 

This subsection evaluates the security of the ERSA algorithm based on a statistical test suite for 

random and pseudorandom number generators for cryptographic applications NIST test [142]. 

Constructing robust and unpredictable random numbers are of paramount importance in most 

cryptographic applications. The encrypted message c of the ERSA algorithm (in Chapter 3.3) is 
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required to be random enough against security attacks. 

To verify the security of the encrypted message c, c is analyzed using the NIST method. This method 

calculates a P-value using the same key length for both RSA and ERSA. If the P-value has the highest 

value then the c value is considered having better randomness. The P-value is frequently called a “tail 

probability”. If the P-value is < 0.01, then it is concluded that the c value has vulnerable randomness, 

otherwise the c value is considered as random. 

Table 5.1 shows a comparison between RSA and ERSA encryptions using the NIST tests. To 

comprehend this process, a numerical example is presented to evaluate both systems. We consider that 

N = p × q has the same key-size for both algorithms. In the ERSA algorithm, two complex functions, 

such as p = 155 + 168i, q = 187 + 122i, are selected (in Chapter 3.3), and two prime numbers, such as 

p = 49277 and q = 47221, are selected for the RSA algorithm. 

Table 5.1. NIST Test’s results of RSA algorithm and ERSA algorithm  

Test Items 
RSA ERSA 

P-Value P-Value 

1 Frequency 0.423711 0.548506 

2 Block frequency 0.423711 0.548506 

3 Cumulative sums 0.322973 0.958638 

4 Runs 0.203323 0.661694 

5 Longest run 0.732505 0.810056 

6 Rank 0.000000 0.000000 

7 Approximate entropy 0.322153 0.758892 

8 Serial 0.498531 0.999877 

9 Linear complexity 0.000000 0.000000 

10 FFT 0.168669 0.646355 

 

Table 5.1 shows the NIST test results of the P-value generated by the ERSA and RSA algorithms, 
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separately. As shown in the results, all tested items pass all tests except the linear complexity and rank 

tests. Additionally, eight items of the test’s results exhibit that the ERSA algorithm has higher-

consistency results than RSA. 

5.2.2 The Randomness of EDH Algorithm 

This subsection evaluates the security of EDH-C algorithm using random evaluation test. As 

mentioned in Chapter 4.3, the secret text (ST) of the EDH-C algorithm must be generated in highly 

level of randomness. 

To evaluate the randomness of the ST, the ST is analyzed using the National Institute of Standards 

and Technology (NIST) test suite method [142]. This method calculates P-value using same key length 

for both DH and EDH-C, if the P-value is high then the ST message is considered having better 

randomness. The P-value is often referred to as "tail probability" and if P-value is > 0.01 then the ST 

value has significant randomness, otherwise the ST value is weak randomness. 

As show in Table 5.2, the results of P-value are obtained using NIST test suite and the table shows 

a comparison between DH and EDH-C. To evaluate the randomness of these two methods a numerical 

example is given with the same key-size [143]. In DH algorithm, primer number such as p = 12979877 

is selected, and complex functions such as p = 2561+2534i is selected for EDH-C algorithm (in Chapter 

4.3). 

Table 5.2. NIST Test’s results of DH algorithm and EDH-C algorithm 

Test Items 
DH EDH-C 

P-Value P-Value 

1 Frequency 0.689157 0.841481 

2 Block Frequency 0.689157 0.841481 

3 Cumulative Sums 0.658638 0.929223 
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4 Runs 0.156112 0.551016 

5 Longest Run 0.053571 0.928763 

6 Rank 0.000000 0.000000 

7 Approximate Entropy 0.438767 0.713633 

8 Serial 0.016470 0.498961 

9 Linear Complexity 0.221647 0.369399 

10 FFT 0.013190 0.646355 

 

In Table 5.2, the results show that the NIST test results of the randomness of the DH and EDH-C P-

value are passed all tests except the Rank test. Also the results show that the randomness of EDH-C P-

value is better than the P-value of the DH algorithm.  

5.3. Conclusions 

Minimum mean square error (MMSE) was used to evaluate the accuracy of the received signal. The 

security evaluation of the ERSA public key algorithm was also conducted using the NIST method for 

examining the randomness of the transmitted data. 

Subsequently, NIST test suite method which is based in the VOHE system also showed that EDH-

C algorithm exhibits higher security for data transmissions than DH in view of unpredictability and 

complexity. 
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Chapter 6                              

CONCLUSIONS AND PROSPECT 

6.1 Conclusions 

This work presents a new method of encrypting holographic information that can be employed 

communications between deep submergence research vehicles to provide fast communications with 

highest security. The encryption model has been successfully simulated using the COMSOL 

Multiphysics to simulate holograms and Fourier lens in the VOHE system. The system has two keys 

for encryption and decryption which are required to be coherent with each other. The wavelength λ 

was considered as a first key and the focal lengths f was considered as a second key.  

 

In chapter 1, a brief introduction and background for the development of an optical information 

security development in view of recent emerged cryptology systems were given, and basic theories 

surrounding this technology were reviewed. The research’s objectives goals of this study were 

designated and our proposal methods were discussed. 

 

In chapter 2, the details of the VOHE system design process including the holographic encryption 

process, the holographic decryption process and the transmission’s process were introduced. 

 

In chapter 3, an expanded RSA (ERSA) algorithm is using a complex function to send system 

information such as (λ, f) (for e.g., λ = 632.8 nm, f = 4.20 mm) as a message to a receiver. The 
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evaluation results, which were based on Pollard’s rho method have been used to compute 𝑖  of 

modulus N for 8 bits, 12 bits, 16 bits and 32 bits, respectively. Accordingly and under the average 

output loop 𝑖 of Pollard’s rho method, the ERSA algorithm is more secure than the RSA algorithm 

when both have the same key size. 

 

In Chapter 4, the sender and the receiver are exchanging information (IFP) using the EDH-C 

algorithm to construct a shared key. The obtained results exhibit the average output loop i and 

processing time t that are calculated by pollard Rho method. The obtained results shows that EDH-C 

is more secure than DH when the key-size is higher than 24-bit that makes EDH-C more appropriate 

method for strengthen the security. Beside of the security evaluation, efficiency evaluation has also 

been conducted. The results show that EDH-C method takes a slightly longer processing time to break 

down the PKa code than the DH algorithm. As we mentioned in previous Chapters, there is a trade-off 

between efficiency and security, and we need to make a balance between them. Hence, the evaluation 

results which were based on the Pollard's Rho method indicate that EDH-C method has a better 

performance in view of security and efficiency as well.  

 

In chapter 5, During the encryption and the decryption processes of EDH and DH algorithms, the 

minimum MSE results have obtained when the reference wave  𝜆𝑅 was set at 632.8 nm and the focal 

length was set at f = 4.20 mm. From the results, the EDH algorithm exhibits highest performance than 

DH in view of minimum MSE. Furthermore, security evaluation of the ERSA public key algorithm 

was also conducted using the NIST’s test for examining the randomness of the transmitted data. 

Subsequently, the randomness of the transmitted message for both methods was evaluated using NIST 
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tests and the results show that the message that was encrypted by the proposed EDH-C algorithm had 

higher security than DH in view of unpredictability and complexity of the transmitted message over 

unsecure channel. 

 

6.2 Prospect 

In this work, we considered that the encryption process was only done between two nodes. In our 

future research, we will further investigate the security of data transmissions over multi-node network 

systems. Subsequently, we will further investigate the security of data transmissions over various 

hyper-complex number systems. 
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Appendix A 
A.1 Key size 

Appendix 1 shows the key sizes of different Integers and Complex numbers are 8 bits, 12 bits, 16 

bits, 24 bits, 28 bits, and 32 bits, respectively. 

 

Key size Integer Complex number 

8 {137,149,157,173,…,233,241} {9+10i, 8+13i, 10+13i, 9+14i, 5+22i…} 

12 
{2053, 2381, 2677, 2837, 3121, 3449, 3617, 
3929, 4001, 4073…} 

{30+37i, 34+41i, 40+43i, 47+48i, 42+55i, 
50+51i, 32+63i, 17+70i, 20+81i, 60+61i,... } 

16 
{34231, 38237, 40829, 44753, 46991, 
49331, 53189, 55501, 60077, 65381…} 

{130+131i, 134+139i, 140+139i, 142+145i, 
150+157i, 171+176i, 182+185i, 191+196i, 
202+203i, 220+223i,... } 

20 
{545473, 601021, 635939, 702011, 748133, 
799303, 838403, 904297, 985403, 
1007519...} 

{614+539i, 775+536i, 741+596i, 557+532i, 
740+621i, 676+641i, 780+733i, 863+830i, 
909+904i, 1022+1003i,... } 

24 
{8725183, 9498409, 11112551, 12381361, 
13237751, 14034649, 14791223, 15125567, 
16630373, 16751627...} 

{2347+2052i, 2561+2534i, 2939+2824i, 
3240+2077i, 3247+2998i, 3980+3317i, 
4022+2645i, 4054+2969i, 4046+3751i, 
5462+1725i... } 

28  

{139657267, 146941699, 157894349, 
182838211, 193173991, 213934901, 
229365319, 233025703, 259243799, 
265196483...} 

{8971+8856i, 9805+9056i, 10750+10153i, 
11181+10154i, 11630+11513i, 14261+12994i, 
14149+12164i, 16289+12290i, 15012+14413i, 
15949+15204i... } 

32  

{2279952011, 2495028917, 2720644939, 
2906260613, 3088821539, 3231291307, 
3457897997, 3677244997, 3883730813, 
4222436927...} 

{33362+39587i, 40315+39002i, 45157+37592i, 
43468+42417i, 48049+44406i, 52948+38123i, 
66565+40674i, 64669+54446i, 60540+54853i, 
65631+61816i... } 
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A.2 Security bit (S-bit) 

Appendix 2 show an example of how to calculate S-bit, we assign two parameters, one is decimal 

number and the second one is complex number, e.g., g = 37 and g = 6 + 1i, respectively. Different 

elements are generated by calculating the value of Z = 3k mod g, where k is a safety bit we call it a 

security bit or S-bit [88]. The results of Z is a cyclic number and in this example the cyclic number is 

18, therefore the S-bit is 18th.  

 

Z = 3k mod g Z for g = 37 Z for g = 6+1i 

31 mod g 3 2+6i 

32 mod g 9 2+5i 

33 mod g 27 2+2i 

34 mod g 7 0+5i 

35 mod g 21 2+3i 

36 mod g 26 1+2i 

37 mod g 4 3+6i 

38 mod g 12 5+5i 

39 mod g 36 5+1i 

310 mod g 34 3+1i 

311 mod g 28 3+2i 

312 mod g 10 3+5i 

313 mod g 30 5+2i 

314 mod g 16 3+4i 

315 mod g 11 4+5i 

316 mod g 33 2+1i 

317 mod g 25 0+2i 

318 mod g 1 0+6i 

319 mod g 3 2+6i 

 

  



85 
 

A.3 Pollard’s rho method (DH) 

Select, PK = 3977122, g = 5, p = 12979877 the Pollard's Rho method to calculate the complexity of 

finding the private key a. (PK = g a mod p) 

 

i x α β X A B 
1 5 1 0 6905733 1 1 
2 6905733 1 1 1217613 3 2 
3 2839498 2 2 8027728 6 5 
4 1217613 3 2 5940330 7 6 
5 6886952 6 4 10833336 14 13 
6 8027728 6 5 4377158 56 52 
7 1199009 7 5 8882371 112 106 
8 5940330 7 6 5216626 113 107 
9 11540636 14 12 616880 115 107 
10 10833336 14 13 8120804 230 216 
11 2587590 28 26 12285816 230 218 
12 4377158 56 52 4382021 920 872 
13 10145646 56 53 7114150 920 874 
14 8882371 112 106 9115349 922 874 
15 5472224 113 106 9327849 1844 1750 
16 5216626 113 107 10241018 3688 3501 
… … … … … … … 

7897 9715877 4241792 2793116 1945840 12455892 4793135 
7898 4538224 4241792 2793117 7876716 12455893 4793136 
7899 9711243 4241793 2793117 3448422 11931911 9586272 
7900 10809347 8483586 5586234 5473803 10883946 6192669 
7901 12262222 8483586 5586235 7507895 8788016 12385339 
7902 9391602 8483587 5586235 4538224 8788016 12385341 
7903 3988550 3987298 11172470 10809347 4596158 11790806 
7904 8633614 3987298 11172471 9391602 4596159 11790807 
7905 4228439 3987299 11172471 8633614 9192318 10601739 
7906 3574064 3987299 11172471 3574064 9192319 10601740 

Output a = {373, 3245342, 6490311, 9735280} i = 7906 t =28.324198s 
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A.4 Pollard’s rho method (EDH-C) 

Select, PK = 380+3241i, g = 5, p = 2561+2534i an expanded Pollard's Rho method to calculate the 

complexity of finding the private key a. (PK = g a mod p) 

 

i x α β X A B 
1 -2529+2561i 1 0 -2509+2561i 2 0 
2 -2509+2561i 2 0 -1032+2315i 2 2 
3 1439+2093i 2 1 -1664+2356i 3 3 
4 -1032+2315i 2 2 -1091+1304i 3 5 
5 -119+1358i 3 2 225+2997i 3 7 
6 -1664+2356i 3 3 -593+2652i 7 14 
7 -322+3310i 3 4 -54+243i 8 15 
8 -1091+1304i 3 5 -2272+2326i 17 30 
9 1670+2263i 3 6 -434+1821i 17 32 
10 225+2997i 3 7 1658+2150i 19 32 
11 -1639+2067i 6 14 144+2830i 19 34 
12 -593+2652i 7 14 -937+2023i 40 68 
13 -485+509i 8 14 1399+1661i 41 69 
14 -54+243i 8 15 294+3334i 42 70 
… … … … … … … 

11802 -1449+1471i 7389361 1583309 293+3428i 7563801 1599045 
11803 -2177+2233i 7389362 1583309 1865+2529i 7563802 1599046 
11804 -1564+1896i 7389362 1583310 524+1171i 7563803 1599047 
11805 -218+1797i 7389363 1583310 -423+2760i 7563804 1599048 
11806 -1117+3890i 7389364 1583310 -619+2335i 2147733 3198096 
11807 54+2782i 7389364 1583311 -2177+2233i 2147734 3198097 
11808 216+3720i 7389365 1583311 -218+1797i 2147735 3198098 
11809 -50+2863i 1798854 3166622 54+2782i 2147736 3198099 
11810 -1691+2809i 1798854 3166623 -50+2863i 4295474 6396198 
11811 924+1127i 1798854 3166624 924+1127i 4295474 6396200 

Output  a = {373, 463940, ..., 12516682} i = 11811 t = 41.2824867s 
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